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Building a Community Safety Net Against Scams
Prepare • Respond • Recover
A leadership guide for resident associations, management, safety committees, technology committees, and community support teams

	IMPORTANT DISCLAIMER This publication is an informative template, not legal, financial, medical, cybersecurity, or professional advice. Communities should carefully adapt the handbook, referral lists, procedures, telephone numbers, and handouts to local needs, resources, policies, laws, staffing, and circumstances. Before distribution, verify all local and national contact information and determine who is authorized and available to provide assistance. Inclusion of a type of service or provider does not constitute endorsement of any particular vendor or product.



	The goal is to preserve as much independence as possible without requiring perfect judgment at every moment.



Introduction
Older adults are frequent targets of financial scams, technology scams, identity theft, impersonation schemes, and fraudulent requests for help or payment. Some residents may be especially vulnerable because of cognitive changes, emotional distress, loneliness, impaired judgment, unusual trustfulness, or difficulty responding calmly when confronted with an urgent or frightening situation.
Education is valuable, but education alone is not enough. A resident may understand scam warnings and still make a poor decision during a moment of confusion, fear, fatigue, or emotional pressure. A stronger community strategy combines education with technical safeguards, trusted relationships, supportive services, financial protections, and readily available help.
1. The Leadership Role
Scam prevention is often treated as an individual responsibility: residents are told to recognize suspicious messages, avoid clicking links, protect passwords, and hang up on suspicious callers. Those precautions remain important, but a residential community can do considerably more.
Leadership can help create an environment in which:
• residents know whom to call before a crisis occurs;
• trustworthy technical help is readily identifiable;
• vulnerable residents can voluntarily add safeguards to computers and financial accounts;
• supportive financial services are known and accessible;
• staff and resident leaders know how to respond when an incident is reported;
• embarrassment does not discourage reporting;
• recovery extends beyond repairing the computer to protecting financial accounts and identity; and
• lessons from incidents are used to improve future protection.
This is best understood as a community safety system, not simply an educational campaign. Resident leadership and management may contribute differently, but both have useful roles. Technology committees, safety committees, resident services, social workers, financial institutions serving residents, security staff, and trusted outside professionals may all become parts of the system.
2. PREPARE — Build Guardrails Before Trouble Starts
Preparation should address four areas: technology, communications, finances, and trusted human support.
2.1 Help Residents Make Their Technology Harder to Exploit
One of the most damaging scam patterns begins when a caller or pop-up persuades a resident to install remote-access software. The scammer may claim that the computer has a virus, that a bank account is compromised, or that a support program must be downloaded. Once connected remotely, a criminal may be able to view information, manipulate banking sessions, steal credentials, or persuade the resident that fictitious transactions have occurred.
Windows computers
A vulnerable resident can use a Standard user account while a trusted relative, friend, or technician retains the Administrator password. This allows ordinary computer use while making many software installations and system changes dependent on approval from another person.
• automatic operating-system and security updates
• browser reputation and phishing protections
• restrictions on software installation
• careful control of browser extensions
• multifactor authentication
• password-manager use where appropriate
• more restrictive Windows configurations for residents whose computer needs are simple
	A resident at elevated risk should not be able to install or authorize remote-control software without assistance from a trusted person.



Chromebooks, iPads, and more controlled devices
For residents whose needs consist primarily of email, web browsing, video calls, documents, and a limited number of applications, a Chromebook or iPad may provide a simpler environment. Supervision and restrictions can limit applications, browser extensions, permissions, account changes, and—in some configurations—website access.
For residents who need substantially stronger protection, products designed around trusted contacts and controlled Internet access may be appropriate. Devices such as GrandPad represent a different philosophy: instead of attempting to make an unrestricted computer safe, they narrow the environment to approved people, services, and websites.
	The objective should be the least restrictive arrangement that provides adequate protection.



2.2 Protect the Communication Channels
Many scams never require malware. They begin with a telephone call, text message, email, social-media message, fraudulent pop-up, or a message pretending to come from a family member, financial institution, government agency, or technology company.
• filtering unknown telephone callers
• aggressive spam and phishing filtering
• simplifying email accounts
• reducing unnecessary accounts and subscriptions
• limiting communications to known contacts where appropriate
• making emergency contacts easy to find
	When something seems unusual, stop and ask someone you trust.



2.3 Put Financial Guardrails in Place
Computer security alone cannot stop a scammer who persuades someone to withdraw cash, purchase gift cards, transfer funds, or authorize a payment. Residents who want additional protection can discuss safeguards with their financial institutions or advisers.
• transaction alerts
• lower transfer limits
• trusted-contact arrangements
• additional verification for unusual transactions
• separate accounts containing limited spending funds
• credit freezes
• monitoring services
• assistance with routine financial administration
Leadership does not need to prescribe a particular financial arrangement. Its useful role is to help residents understand that financial safeguards can be adjusted just as computer safeguards can be adjusted.
2.4 Supportive Bill-Payment and Bookkeeping Services
Some residents may benefit from routine human oversight of their finances. One model is a bookkeeping or bill-payment service offered directly or brokered through a trusted financial institution. Bills are received or reviewed by the service, legitimate obligations are paid, and the resident receives regular reports.
Such a service can accomplish more than convenience. A knowledgeable person who regularly sees bills and transactions may notice unfamiliar payees, unusual invoices, duplicate payments, unexpected withdrawals, unexplained changes in spending, or other indications of possible exploitation. For residents who are unusually trusting or less able to recognize questionable financial activity, this additional set of eyes can provide a valuable protective layer.
Communities should explore whether reputable services of this type are available locally and make residents and families aware of them.
2.5 Establish Trusted Technical Resources Before They Are Needed
A resident confronted by a frightening computer warning should not have to search the Internet for “computer repair.” That search can itself lead to another scam.
Communities can maintain a referral list of independent technology professionals who have become known to residents through satisfactory experience. Particular attention should be given to competence, reliability, integrity, experience working with older adults, willingness to make home visits where appropriate, ability to explain problems without creating unnecessary alarm, and familiarity with both scam recovery and preventive hardening.
A community may wish to identify separate expertise for Apple devices and Windows PCs. These individuals need not be inexpensive. When a resident may be giving someone access to a computer containing financial and personal information, trustworthiness and competence outweigh bargain pricing.
	Know whom you will call before you need help.



Local Resource Record
Apple support specialist: ______________________________________________
Windows PC specialist: ______________________________________________
General technology support: ______________________________________________
Financial institution contact: ______________________________________________
Bookkeeping/bill-payment service: ______________________________________________
Resident services/social-work contact: ______________________________________________
Other trusted resource: ______________________________________________
The list should be reviewed periodically. Inclusion should be based on known experience and should not be represented as a guarantee or warranty.
3. RESPOND — Stop the Interaction and Get Help
When a resident thinks something may have gone wrong, the first objective is not diagnosis. It is to stop further damage.
3.1 Encourage Immediate Reporting
	You do not need to prove that you were scammed before asking for help.



Suspicion is sufficient. A resident should feel comfortable saying, “I clicked something and I am not sure what happened,” “I gave someone access to my computer,” “I gave someone a verification code,” or “I sent money and now I am worried.” The community response should be calm, practical, and nonjudgmental.
Embarrassment can create additional losses when it causes someone to wait before reporting an incident.
3.2 A Simple Response Procedure
STOP
• End the call or online interaction.
• Do not send additional money.
• Do not provide more passwords, verification codes, or account information.
DISCONNECT
If someone may have remote control of the computer, shut it down and leave it off. Stop using the affected device for banking, shopping, email, or other sensitive activity until it has been checked.
GET HELP
A trusted helper can make telephone calls, keep notes, help change passwords, contact financial institutions, and make sure important recovery steps are not overlooked.
Many scams occur late at night, on weekends, or at other times when staff, banks, advisers, and technology professionals may not be immediately available. In a caring community, a resident who is frightened or uncertain should know that it is appropriate to call a friend or neighbor and ask for immediate help.
A friend does not have to be a computer expert or financial professional. The immediate value may simply be helping the resident stop the interaction, shut down the device, avoid sending more money, write down what happened, and wait safely until professional help is available.
	Friends can provide the first line of emergency support when professionals are unavailable.



Other sources of help can include family members, resident services, technology or safety committee contacts, trusted outside technicians, banks, financial advisers, and established fraud-support services.
National resources worth retaining in local handouts
• AARP Fraud Watch Network Helpline: 877-908-3360
• Federal Trade Commission identity-theft help: IdentityTheft.gov and 877-438-4338
• Free credit reports: AnnualCreditReport.com
• State consumer-protection agency or attorney general: add the appropriate local contact
• Local police: when money or property has been stolen, or the perpetrator is known
Communities should verify these contacts before publication and add state and local resources appropriate to their residents.
4. RECOVER — Protect the Computer, Money, Credit, and Identity
Recovery from a scam should not end when the pop-up disappears or the computer starts working again. There are at least two recovery tracks: technical recovery and financial/identity recovery.
4.1 Technical Recovery
A potentially compromised computer should be examined by a qualified and trusted technician. The resident should avoid using the affected device for sensitive transactions until it has been examined.
• Check for remote-access software.
• Check for malware.
• Check for altered security settings.
• Check for suspicious browser extensions.
• Check for compromised passwords.
• Check for unauthorized accounts.
• Check for unsafe applications.
• Check for evidence that the system should be reset or rebuilt.
Important passwords should be changed from another trusted device. Begin with email because access to email can often be used to reset other passwords.
4.2 Financial Recovery
• Contact banks and financial advisers.
• Call affected credit- or debit-card issuers.
• Ask whether accounts should be locked, replaced, monitored, or given added verification safeguards.
• Review transactions for unfamiliar activity, including small test transactions.
• Change banking passwords and pins where appropriate.
• Strengthen authentication and enable multifactor authentication.
4.3 Protect Credit and Identity
• Consider a fraud alert or credit freeze.
• Review credit reports.
• Report identity theft and obtain a recovery plan at identitytheft.gov.
• Protect the resident’s social security online account at ssa.gov/myaccount.
• Maintain notes of every organization contacted and what was promised or done.
• Contact local law enforcement when appropriate.
4.4 Recovery Should Improve Preparation
After the immediate crisis has passed, leadership, family members, or trusted helpers should ask: What did this incident teach us?
• If remote-control software was installed, require administrator approval for future installations.
• If an unusual payment went unnoticed, consider transaction alerts, transfer limits, or bookkeeping assistance.
• If unknown callers repeatedly create problems, strengthen telephone filtering.
• If web links remain a continuing danger, consider a more controlled browser or device.
• If the resident struggled to manage recovery alone, arrange additional trusted-person involvement.
	PREPARE → RESPOND → RECOVER → PREPARE BETTER



5. Building a Community Program
A community does not need an elaborate new bureaucracy. A useful program can begin with a small leadership group that asks the following questions.
Preparation
• Do residents regularly receive scam education?
• Do we explain technical guardrails as well as scam recognition?
• Do residents know that computers can be hardened?
• Do we maintain a list of trusted technology resources?
• Are supportive bookkeeping or financial-management services available locally?
• Do residents know whom to call when they are uncertain?
Response
• Is there a simple resident-facing emergency handout?
• Do staff and resident leaders know what to do when a resident reports an incident?
• Can someone help a distressed resident make calls and keep records?
• Do we reinforce immediate reporting rather than embarrassment?
• Have we considered how residents will obtain help at night and on weekends?
Recovery
• Do residents know that a compromised computer should be professionally examined?
• Does recovery include banks, cards, investments, credit, passwords, and identity?
• Do we encourage families and residents to reconsider safeguards after an incident?
6. Principles for Leadership
Preserve autonomy where possible
Protection should be proportionate to vulnerability.
Add friction to dangerous actions
A brief delay or requirement for another person’s approval can stop an impulsive decision from becoming a catastrophic loss.
Build trusted relationships before emergencies
The best technician, banker, adviser, neighbor, or helper is one the resident already knows how to reach.
Treat reporting as responsible behavior
Residents should receive praise for asking for help early, not criticism for having been deceived.
Protect the whole person
A scam may affect the computer, money, credit, confidence, and emotional well-being simultaneously.
Learn from incidents
Every incident is an opportunity to improve the community’s protective system.
APPENDIX A — Resident Emergency Handout Template
This appendix is designed to be copied, customized with local contacts, and distributed separately. Verify all telephone numbers and web addresses before publication.
What to Do If You Think You Have Been Hacked or Scammed
	Act promptly, but do not panic. Most damage can be limited when you take the right steps quickly.



If someone is still connected to your computer or phone
• End the telephone call.
• Shut off the computer.
• Do not turn it back on until it has been checked.
• Do not allow the person to reconnect.
• Do not send more money.
• Do not provide additional passwords, verification codes, or account information.
1. Secure the computer or device
• Stop using the affected device for banking, shopping, email, or other sensitive activity until it has been checked.
• If necessary, press and hold the power button until the computer turns off.
• Use another trusted device when changing important passwords.
2. Get help
Do not try to handle this alone. Ask a trusted friend, neighbor, family member, staff member, or resident resource to help.
Many scams happen at night or on weekends when staff, banks, advisers, and technicians may not be immediately available. A friend or neighbor can help you stop the interaction, shut down the device, avoid further payments, write down what happened, and stay with you until professional assistance is available.
Have a qualified technician examine the computer for remote-access software, malware, altered settings, and compromised accounts.
	AARP Fraud Watch Network Helpline: 877-908-3360



Trusted Apple resource: ______________________________________________
Trusted Windows PC resource: ______________________________________________
Other technology help: ______________________________________________
Community/resident support contact: ______________________________________________
3. Protect financial accounts
• Contact banks, credit-card companies, and financial advisers if information may have been exposed.
• Ask whether accounts should be locked, replaced, monitored, or given additional verification safeguards.
• Change important passwords beginning with email.
• Enable multifactor authentication where possible.
• Review accounts for unfamiliar activity, including small test charges.
4. Protect identity and credit
• Federal Trade Commission identity-theft help: IdentityTheft.gov or 877-438-4338.
• Consider a fraud alert or credit freeze with the credit reporting agencies.
• Free credit reports: AnnualCreditReport.com.
• Protect your Social Security online account at ssa.gov/myaccount.
• If money or property has been stolen, or you know who is committing the fraud, contact local police and ask whether a police report should be filed.
State consumer-protection agency: ______________________________________________
Telephone: ______________________________________________
Website: ______________________________________________
5. Keep notes
• Whom you contacted.
• The date and time.
• The telephone number.
• What you reported.
• What the person or organization agreed to do.
	When in doubt, stop and ask for help.



APPENDIX B — Personal Scam-Safety Plan
Resident: ______________________________________________
Trusted helper: ______________________________________________
Telephone: ______________________________________________
Backup helper: ______________________________________________
Telephone: ______________________________________________
Primary computer/device: ______________________________________________
Administrator or technical helper: ______________________________________________
Telephone: ______________________________________________
Bank: ______________________________________________
Telephone: ______________________________________________
Financial adviser: ______________________________________________
Telephone: ______________________________________________
Bookkeeping/bill-payment service: ______________________________________________
Telephone: ______________________________________________
Other trusted financial helper: ______________________________________________
My technology safeguards
☐  Another person must approve software installation.
☐  I know whom to call before accepting remote computer help.
☐  Important accounts use multifactor authentication.
☐  Emergency contacts are easy to find.
My rule when something seems suspicious
	STOP. Do not send money or information. Contact my trusted helper.



My first call is to: ______________________________________________
APPENDIX C — Trusted Referral List Checklist
Before adding a technology professional or service to a community referral list, consider:
☐  Has the person or company successfully served residents?
☐  Do residents report honest and competent service?
☐  Does the provider explain problems clearly?
☐  Is pricing disclosed appropriately?
☐  Is the provider comfortable working with older adults?
☐  Can the provider assist with scam recovery?
☐  Can the provider help harden a computer after an incident?
☐  Does the provider understand remote-access scams?
☐  Is Apple expertise available?
☐  Is Windows expertise available?
☐  Are home visits available when needed?
☐  Is remote support conducted using appropriate safeguards?
Suggested referral-list disclaimer
The community provides these names as a convenience based on reported resident experience. Inclusion does not constitute a guarantee, warranty, or endorsement of any particular provider. Residents remain responsible for selecting and engaging outside professionals.
APPENDIX D — Technology Hardening Discussion Checklist
This checklist is intended for a resident, family member, trusted helper, or technician. Consider whether the resident would benefit from:
☐  A Standard rather than Administrator Windows account
☐  Administrator password held by a trusted person
☐  Restrictions on installing applications
☐  Restrictions on remote-access software
☐  Automatic operating-system updates
☐  Browser phishing and reputation protection
☐  Removal of unnecessary browser extensions
☐  Multifactor authentication
☐  Password manager
☐  Telephone spam filtering
☐  Stronger email filtering
☐  Restricted or approved website access
☐  Chromebook rather than conventional PC
☐  iPad with restrictions
☐  Simplified or controlled-access device
☐  Transaction alerts
☐  Lower financial transfer limits
☐  Trusted financial contacts
☐  Credit freeze
☐  Bookkeeping or bill-payment assistance
What safeguard would most reduce this resident’s present risk? ______________________________________________
Who will help put it in place? ______________________________________________
Date for review: ______________________________________________
APPENDIX E — Post-Incident Review
What happened? ______________________________________________
How did the scammer first make contact?
☐  Telephone
☐  Email
☐  Text
☐  Website/pop-up
☐  Social media
☐  Other
What action created the greatest risk?
☐  Remote computer access
☐  Password disclosure
☐  Verification-code disclosure
☐  Financial transfer
☐  Credit-card information
☐  Personal identity information
☐  Other
☐ Yes    ☐ No    Was the computer professionally checked?
☐ Yes    ☐ No    Were financial institutions contacted?
☐ Yes    ☐ No    Was credit or identity protection considered?
What additional safeguard should now be added? ______________________________________________
Who will follow up? ______________________________________________
Review date: ______________________________________________
Closing Thought
	A safe community is not one in which nobody is ever deceived. It is one in which residents have guardrails before trouble occurs, trusted help when something goes wrong, and effective support for recovering afterward.



The strongest protection comes from combining safer technology, financial safeguards, supportive services, and relationships of trust.
	IMPORTANT DISCLAIMER This publication is an informative template, not legal, financial, medical, cybersecurity, or professional advice. Communities should carefully adapt the handbook, referral lists, procedures, telephone numbers, and handouts to local needs, resources, policies, laws, staffing, and circumstances. Before distribution, verify all local and national contact information and determine who is authorized and available to provide assistance. Inclusion of a type of service or provider does not constitute endorsement of any particular vendor or product.
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