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Resident Scam-Safety Templates
Adaptable handouts for community use
A leadership guide for resident associations, management, safety committees, technology committees, and community support teams

	IMPORTANT DISCLAIMER This publication is an informative template, not legal, financial, medical, cybersecurity, or professional advice. Communities should carefully adapt the handbook, referral lists, procedures, telephone numbers, and handouts to local needs, resources, policies, laws, staffing, and circumstances. Before distribution, verify all local and national contact information and determine who is authorized and available to provide assistance. Inclusion of a type of service or provider does not constitute endorsement of any particular vendor or product.



These pages are designed for local adaptation and separate distribution. Fill in trusted local resources, verify all national and local contact information, and remove any material that does not fit your community’s policies or services.
1. What to Do If You Think You Have Been Hacked or Scammed
	Act promptly, but do not panic. Most damage can be limited when you take the right steps quickly.



If someone is still connected to your computer or phone
• End the telephone call.
• Shut off the computer.
• Do not turn it back on until it has been checked.
• Do not allow the person to reconnect.
• Do not send more money.
• Do not provide additional passwords, verification codes, or account information.
Secure the computer or device
• Stop using the affected device for banking, shopping, email, or other sensitive activity until it has been checked.
• If necessary, press and hold the power button until the computer turns off.
• Use another trusted device when changing important passwords.
Get help
Do not try to handle this alone. Ask a trusted friend, neighbor, family member, staff member, or resident resource to help.
Many scams happen at night or on weekends when staff, banks, advisers, and technicians may not be immediately available. A friend or neighbor can help you stop the interaction, shut down the device, avoid further payments, write down what happened, and stay with you until professional assistance is available.
Have a qualified technician examine the computer for remote-access software, malware, altered settings, and compromised accounts.
	AARP Fraud Watch Network Helpline: 877-908-3360



Trusted Apple resource: ______________________________________________
Trusted Windows PC resource: ______________________________________________
Other technology help: ______________________________________________
Community/resident support contact: ______________________________________________
Protect financial accounts
• Contact banks, credit-card companies, and financial advisers if information may have been exposed.
• Ask whether accounts should be locked, replaced, monitored, or given additional verification safeguards.
• Change important passwords beginning with email.
• Enable multifactor authentication where possible.
• Review accounts for unfamiliar activity, including small test charges.
Protect identity and credit
• Federal Trade Commission identity-theft help: IdentityTheft.gov or 877-438-4338.
• Consider a fraud alert or credit freeze with the credit reporting agencies.
• Free credit reports: AnnualCreditReport.com.
• Protect your Social Security online account at ssa.gov/myaccount.
• If money or property has been stolen, or you know who is committing the fraud, contact local police and ask whether a police report should be filed.
State consumer-protection agency: ______________________________________________
Telephone: ______________________________________________
Website: ______________________________________________
Keep notes
Record whom you contacted, the date and time, the telephone number, what you reported, and what the person or organization agreed to do.
	When in doubt, stop and ask for help.



2. Personal Scam-Safety Plan
Resident: ______________________________________________
Trusted helper: ______________________________________________
Telephone: ______________________________________________
Backup helper: ______________________________________________
Telephone: ______________________________________________
Primary computer/device: ______________________________________________
Administrator or technical helper: ______________________________________________
Telephone: ______________________________________________
Bank: ______________________________________________
Telephone: ______________________________________________
Financial adviser: ______________________________________________
Telephone: ______________________________________________
Bookkeeping/bill-payment service: ______________________________________________
Telephone: ______________________________________________
Other trusted financial helper: ______________________________________________
My safeguards
☐  Another person must approve software installation.
☐  I know whom to call before accepting remote computer help.
☐  Important accounts use multifactor authentication.
☐  Emergency contacts are easy to find.
	STOP. Do not send money or information. Contact my trusted helper.



My first call is to: ______________________________________________
3. Trusted Referral List Checklist
☐  Has the person or company successfully served residents?
☐  Do residents report honest and competent service?
☐  Does the provider explain problems clearly?
☐  Is pricing disclosed appropriately?
☐  Is the provider comfortable working with older adults?
☐  Can the provider assist with scam recovery?
☐  Can the provider help harden a computer after an incident?
☐  Does the provider understand remote-access scams?
☐  Is Apple expertise available?
☐  Is Windows expertise available?
☐  Are home visits available when needed?
☐  Is remote support conducted using appropriate safeguards?
Suggested local disclaimer
The community provides these names as a convenience based on reported resident experience. Inclusion does not constitute a guarantee, warranty, or endorsement of any particular provider. Residents remain responsible for selecting and engaging outside professionals.
4. Technology Hardening Discussion Checklist
☐  A Standard rather than Administrator Windows account
☐  Administrator password held by a trusted person
☐  Restrictions on installing applications
☐  Restrictions on remote-access software
☐  Automatic operating-system updates
☐  Browser phishing and reputation protection
☐  Removal of unnecessary browser extensions
☐  Multifactor authentication
☐  Password manager
☐  Telephone spam filtering
☐  Stronger email filtering
☐  Restricted or approved website access
☐  Chromebook rather than conventional PC
☐  iPad with restrictions
☐  Simplified or controlled-access device
☐  Transaction alerts
☐  Lower financial transfer limits
☐  Trusted financial contacts
☐  Credit freeze
☐  Bookkeeping or bill-payment assistance
What safeguard would most reduce this resident’s present risk? ______________________________________________
Who will help put it in place? ______________________________________________
Date for review: ______________________________________________
5. Post-Incident Review
What happened? ______________________________________________
How did the scammer first make contact?
☐  Telephone
☐  Email
☐  Text
☐  Website/pop-up
☐  Social media
☐  Other
What action created the greatest risk?
☐  Remote computer access
☐  Password disclosure
☐  Verification-code disclosure
☐  Financial transfer
☐  Credit-card information
☐  Personal identity information
☐  Other
☐ Yes    ☐ No    Was the computer professionally checked?
☐ Yes    ☐ No    Were financial institutions contacted?
☐ Yes    ☐ No    Was credit or identity protection considered?
What additional safeguard should now be added? ______________________________________________
Who will follow up? ______________________________________________
Review date: ______________________________________________
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